
PAISES-6G:
PIONEERING AI-ENHANCED SECURE 6G SERVICES FRAMEWORK 

Why now?

CONSORTIUM

Key Challenges

6G networks introduce Open RAN (O-RAN) APIs, AI-driven automation, 

Joint Communication and Sensing (JCAS), and federated multi-

operator environments, significantly expanding the attack surface 

beyond traditional 5G security models. At the same time, emerging 

quantum threats, privacy risks from integrated sensing, and the 

increasing complexity of distributed AI systems require new 

approaches for trust, automation, cyber resilience, and secure large-

scale orchestration across heterogeneous infrastructures and critical 

services.

•Expanded attack surfaces from O-RAN open APIs and AI-driven 

automation.

•JCAS privacy risks: sensing can locate and profile individuals without 

consent.

•Quantum threats: store-now, decrypt-later attacks already active.

•AI trustworthiness gap: distributed models need attestation and 

watermarking.

•Security expertise scarcity: zero-touch automation is essential at 

scale.

Project methodology

•JCAS obfuscation — fingerprinting AUC ≤ 0.60

•Differential privacy telemetry (ε ≤ 2/day) k-anonymity ≥ 10

•Limited-trust collaboration aligned with GDPR & the AI Act

•MAC-free device identity: TAR ≥ 0.98 @ FAR ≤ 0.01

•Post-Quantum Cryptography + Quantum Key Distribution

•LLM-aided Cyber Threat Intelligence (STIX format)

•Sub-millisecond user-plane intrusion detection (< 1 ms)

•XAI-based explainable vulnerability detection pipeline

•Network Digital Twins for synthetic privacy-safe training

•Zero-touch AI deployment across federated domains

•Secure xNF distribution and execution lifecycle

•Tuneable-trust open APIs for cross-stakeholder access

Proofs of Concept

Secure manufacturing 
process monitoring

Smart identity management 
for automated factories

Optimized resource 
allocation in smart grids

AI-enhanced cybersecurity 
operations

Real-time threat detection

Enhanced vulnerability 
management via LLM 
agents

Dynamic network traffic 
management

Quantum Key Distribution 
with SDN control

Adavnced wireless security 
via physical obfuscation

Industrial IoT
(Gotham + DIGILAB)

Global Security
(Distributed testbed)

Network Dynamics
(NEXTONIC)

Privacy-preserving networking, JCAS privacy and physical-layer security, validated in 

Telefónica and IMDEA's beyond-5G co-creation lab.

Secure AI model execution in industrial IoT and Industry 4.0 scenarios, tested in 

Ikerlan's reproducible cyber range with real-world attack simulation.

Global security solutions, QKD integration and Cyber Threat Intelligence, demonstrated 

across five European countries through federated partner testbeds.

NEXTONIC

GOTHAM

DISTRIBUTED

Testbeds
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